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Ludlow Town Council Data Protection Policy

It applies to all employees and those acting on the Council’s behalf.

Scope

An essential activity within the Council is the requirement to gather and process
information about its staff and people in the community in order to operate effectively.
This will be done in accordance with the Data Protection Act 1998 (the Act) and other
related government legislation. The Council, acting as custodians of personal data,
recognises its moral duty to ensure that all such data is handled properly and
confidentially at all times, irrespective of whether it is held on paper or electronic
means.

This covers the following:-

the obtaining of personal data;

the storage and security of personal data;
the use of personal data;

the disposal/destruction of personal data.

The Council also has a responsibility to ensure that data subjects have appropriate
access, upon written request, to details regarding personal information relating to
them.

Actions
By following and maintaining strict safeguards and controls, the Council will:

e acknowledge the rights of individuals to whom data relates and ensure that these
rights may be exercised in accordance with the Act;

e ensure that both the collection and use of personal data is done fairly and lawfully;

e ensure that personal data will only be obtained and processed for the purposes
specified;

e collect and process personal data on a need to know basis, ensuring that such
data is fit for the purpose, is not excessive, and is disposed of at a time appropriate
to its purpose;

e ensure that adequate steps are taken to ensure the accuracy of the data;

e ensure that for all personal data, security measures are taken both technically and
organisationally, to protect against damage, loss or abuse;

e ensure that the movement of personal data is done in a lawful way, both inside
and outside the Council and that suitable safeguards exist at all times. Enablers
In order to support these actions the Council will:
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o ensure that all activities that relate to the processing of personal data have
appropriate safeguards and controls in place to ensure information security
and compliance with the Act;

o ensure that all contracts and service level agreements between the Council
and external third parties, where personal data is processed, make reference
to the Act as appropriate;

o ensure that all staff acting on the Councils behalf understand their
responsibilities regarding information security under the Act, and that they
receive appropriate supervision so that they carry these duties out effectively
and consistently and are given access to personal information that is
appropriate to the duties they undertake;

o ensure that all third parties acting on the Councils behalf are given access to
personal information that is appropriate to the duties they undertake and no
more;

o ensure that any requests for access to personal data are handled courteously,
promptly and appropriately, ensuring that either the data subject or his/her
authorised representative has a legitimate right to access under the Act, that
the request is valid, and that information provided is clear and unambiguous;

o review this policy and the safeguards and controls that relate to it annually, to
ensure that they are still relevant, efficient and effective.

An explanation of your rights under the Data Protection Act 1998
What are your rights?

To ask whether the Council is processing any personal data

To be given a description of personal data

To ask what the Council uses the information for

To be provided with a copy of the information

To be given details of the purposes for which the council uses the information and
other persons/organisations to whom it is disclosed (if any)

e To ask for incorrect data to be corrected

e To be given details of the source of data (where this is available)

Why do we keep personal information?

The Council keeps personal information about you in order that it can provide you with
the service you require. The personal information you provide may also be shared with
other agencies involved in the provision of services to you where we are legally
required to do so.

Who do we share information with?

Depending on the original purpose for which it was obtained and the use to which it is
to be put, information may be shared with a variety of services and/or other
organisations that provide services on our behalf. In all of these examples the
information provided is only the minimum necessary, to enable them to provide
services to you. Personal information about you may also be provided to Government
departments, where we are required to do so by law, or to other local councils.
Information about you may also be provided for statistical research. This will not
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include your name and address unless you have given us permission to provide the
information.

What sort of information do we hold?

The personal information held will depend on the service being provided. Basic
information plus a note of the service provided, decisions regarding the provision, and
any correspondence and meetings between you and the Council may appear in
records. Other more sensitive data may also be held. Depending on the needs of the
service being provided such data may include for example: details of a person's
physical or mental health, disabilities and racial or ethnic origin or for example it may
include data relating to specific services including property details and extent of
proposed alterations with regard to planning.

How do we keep the information, and who is responsible?

The information is kept on secure computer systems and in secure manual filing
systems. Maintaining the record and keeping it secure is the responsibility of Ludlow
Town Council.

Are the records confidential?

The Council's employees have a duty of care when providing services. This includes
respecting the right to confidentiality, and ensuring that information about you is only
used and given to others for the purposes of the service being provided. Care is taken
to ensure that third parties cannot access the information without permission and that
data about you is not disclosed - to third parties or others - without your consent.

How long are records about you held?

Normally, your records will be kept only for as long as the service is provided to you,
or as is required by law. If there is no legal requirement to keep the records they will
be destroyed as soon as is practicable. Where there is a legal requirement to retain
information it is not normally kept for more than six years.

How do you ask to see your information?

You should either write to the Council, addressing the letter to the Town Clerk, or email
townclerk@ludlow.gov.uk. When you do so you must provide your name and address;
proof of identity; details of the services you are receiving; and any other information
such as date of birth, sex, householder status (e.g. tenant, owner) you think may help
the Council find your information. This also helps the Council to be certain that we only
release personal information to the individual concerned. If you have a disability which
would make it impossible or unreasonably difficult to email or write to us, please
contact the Town Clerk on 01584 871970 or in person at the Guildhall.

What information will you receive?

All of the personal information we hold about you on both our computer, and manual
record systems. You will also be given a description of the purposes for which we
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process your data, a list of those to whom we disclose the data, and information about
sources where this is available.

Can you see information about members of your family or any other person?

You may not see information about other persons, unless they have given their
consent. Proof of consent must be provided e.g. written authority to make a request
for information.

Will you be charged a fee for information provided?
Yes, the Council charges a fee of £10 to contribute towards administrative costs.
How long does it take to provide you with the information?

The Council must respond within 40 days of receiving your application and payment.
The 40 days starts from the date on which you sent in the written application, and any
additional information required by the Council to process your request.

What should you do when you get the information?

You should check it to ensure that you have received all of the information which you
have asked for and to which you are entitled, and to make sure it is correct.

What do you do if the information provided is incorrect?

You should tell the Council that the data is incorrect and ask them to correct it. You
must do so in writing or by email, unless you have a disability which would make it
impossible or unreasonably difficult to do so. The Council must inform you if they have,
or have not corrected the data within 28 days of you asking them to. If the department
does not agree that the information is incorrect you can ask it to record your
disagreement on the record itself. If the Council does not correct the information you
may also appeal to the Information Commissioner or the courts. These organizations
have the power to order the Council to correct data.

What can you complain to the Commissioner about?

You can complain to the Commissioner if you consider the Council has breached any
of the requirements of the Data Protection Act.

These include;

e A breach of any of the Data Protection Principles

e Processing personal data without having notified the Commissioner

e Failure to respond to any of your written notices (see above)

e Processing personal data without your consent (where consent is necessary)
Refusing to provide you with the personal information you have requested
This list is not exhaustive.
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What will the Commissioner do?

At your request the Commissioner will carry out an assessment of the Council's
processing to establish whether or not we are doing so in compliance with the Act.
Should the Commissioner find we are not, then the Council will be issued with a notice
requiring it to take steps to ensure compliance. Do we provide you with help in
understanding the information? If you need help in understanding the information
provided, please inform the Council, and we will provide someone to explain.



